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Q: Can we remove ingress prefix filters from
our edge BGP policy?

ROI on operational overhead?
Degradation in routing security?

* This is for the standard case, not RTBH, private ASNs, Flowspec, etc.



Caveat emptor:

A 3-way comparison of DFZ <> IRR <> ROA
A snapshop of a single day
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= |Pv4 IRR prefix origins compared to DFZ data
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= |Pv4 DFZ prefix origins compared to ROA data
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= |Pv4 ROA prefix origins compared to DFZ data
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So far:
DFZ data closely matches IRR data
IRR data contains a lot of redundant data

DFZ data more closely matches ROA data
(but ROA coverage is lower)

Seeing redundant ROA data begin to build up
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= |Pv4 ROA prefix origins compared to IRR data
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Is ROA coverage high enough “for me”?
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Are we rejecting anything, why?
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Filtered Prefixes by Route Object and AS-SET Status
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Tier1 transit feeds - accept a full table
without prefix or AS path filters

The prefixes we are currently blocking, do
we receive them via Tier1ls anyway?



500

300

200

100

913

All blocked
prefixes

Blocked prefixes accepted via Tierl

69

Route(6)
with origin
ASN not In

AS-SET

21




Are we there yet?



Thank You

James@inter.link



